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Since the right of subject access
was entered into the statute
books, there have been com-

plaints about the “derisory” statutory
maximum fee of £10.

£10 does not cover the costs of a
business interrogating their systems to
determine what data they hold. It does
not cover the cost of legal advice
where there is a concern about disclos-
ing the information, for whatever
reason that might be. It doesn’t cover
the manpower cost of dealing with the
query and allowing someone to
inspect records. And it certainly does-
n’t make any significant impact on the
cost of employing someone with data
protection expertise.

That said, many businesses do not
charge the fee. Many businesses find
that the cost of administering the fee
almost negates the benefit of the
amount, and believe that the goodwill
gesture of allowing access to the infor-
mation free of charge is worth much
more.

The new EU Data Protection Reg-
ulation currently proposes removing
this fee. As we’ve said, it’s only a
tenner, and it’s frequently not charged.
So surely this won’t make any
 difference? Should we care?

sars under proposed eu dp
regulatIon
The current inter-institutional consol-
idated draft of the new EU Data Pro-
tection Regulation publicly available
at the time of writing1 shows a pro-
posal to extend the general right of
access to information held about
 natural persons.

In many ways, the changes to this
area of data protection law are less
substantial than some others con-
tained in the new Regulation. Indeed,
the principle of subject access remains
very much in place – individuals
should be entitled to scrutinise data
controllers to ensure that their per-
sonal data is being processed lawfully.
The problem is that whilst this princi-
ple in the law remains constant, the
use of data subject access requests has

leaked out of the sides of this
 principle, and is used for a whole
range of purposes.

So will the changes to the Regula-
tion assist businesses in resisting the
tide of unjustified data subject access
requests and focus on compliance, or
will it cause more problems?

the Key changes
when can it be exercised?: The right
is now expressed to be available at rea-
sonable intervals. It is hard to ascertain
whether this is a significant change to
the existing right, which although it
didn’t specify frequency, allowed you
to refuse to reply to a repeated
request. 

what are you entitled to?: The
first right is to be told whether the
controller processes any personal data
about you. A logical first step. 

The second is really two rights: to
be provided with access to that per-
sonal data, and also receive specified
information about the personal data.
Up to (and including) this point, all
actions must be free of charge.

Access to personal data is a tricky
concept. The Data Protection Act
1998 allowed individuals the right “to
have communicated to him in an intel-
ligible form the information constitut-
ing any personal data”. This could
include “access” in the sense of allow-
ing a data subject to attend your prem-
ise to review the data, but it’s an
option which is frequently not an
attractive one to either the individuals
(who would rather have their hands on
a copy), or businesses, who don’t want
to spend disproportionate time host-
ing an individual at their premises to
review data. 

In my experience, this is an option
not currently frequently pursued by
individuals, although is sometimes
offered where there is a large amount
of data being communicated. How-
ever, as this is now completely free of
charge (unlike receiving a copy), it is
possible that it may become more
widespread. This could be of concern
to businesses who receive large

 numbers of data subject access
requests, or particularly vexatious
ones.

The second part of this right is to
obtain information about that per-
sonal data. Currently under the Data
Protection Act 1998, data controllers
are required to disclose a description
of the personal data processed, the
purposes for which they are being or
are to be processed, and the recipients
or classes of recipients to whom they
are or may be disclosed. The data con-
troller must also communicate any
information available to the data con-
troller as to the source of those data.

In reality, few data subjects are
seeking this information specifically
(and are actually after a copy of the
underlying information), and many
data controllers do not formally set
this out. 

However, the Regulation sets out a
much more detailed list. This list of
information makes it very clear that
the reason behind the right of access is
so that individuals can verify that their
personal data is being processed in
accordance with the legislation. This,
however, does not necessarily accord
with the true intention of the data sub-
ject, who is often looking to obtain
information beyond their personal
data in order to achieve a specified
aim.

Under the new Regulation, a data
subject is entitled to the following
information:
a)   The purpose of the processing.
b)  Who the information has been, or

will be, passed to. The UK has
objected to the statement that this
should include “in particular”
recipients in third countries.

c)   How long the controller intends to
hold the data for.

d)  The right of rectification, erasure
or objection to the processing;

e)   The right to lodge a complaint.
f)   The source of the information, if

it’s not from you.
g)   Specific details of any automated

processing or profiling (including
knowledge of the logic involved in

The true value of a tenner
Is the possible removal of the right to charge for Data Subject Access Requests more
expensive than it sounds? Gayle McFarlane reports.
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any automated data processing as
well as the significance and
 envisaged consequences of such
processing).

h)  Any safeguards in place if data is
transferred to a third country.
(a), (b), (c) and (f) are explicit in

the Data Protection Act already. (g)
(to a slightly more limited extent)
must also be supplied if requested by
the individual. 

However, the other requirements
are implicit too, in the sense that the
first and second data protection prin-
ciples would, in most cases, have
required this information to be pro-
vided at the time of collection of the
data or as soon as possible thereafter.

Therefore, it could be argued that
this is not a significant change to the
requirements. But triggered by a data
subject access request, this is likely to
add an additional barrier, if only an
administrative one, to answering those
requests. 

There is also an implied bias here
(objected to by the UK) that informa-
tion supplied to a third country should
be subjected to additional scrutiny by
the data subjects themselves. In the
global community of multi-national
companies with centralised functions,
outsourced and cloud services, this
response may need to be unduly
detailed for the individual.

And it’s possible that all of this
information gets in the way of provid-
ing the data subject with what they
want most – access to their data.

The third and final right is to
obtain a copy of the data on request,
without excessive charge. The Data
Protection Act as it currently stands
does not allow you to charge for this,
other than the £10 fee.

Under section 8(2), there is an
exception to the requirement to
supply a copy of the information in
permanent form, if it would involve
disproportionate effort to do so. The
ICO has, to date, recommended that
this not be used to avoid photocopy-
ing charges, and that other alterna-
tives, such as access, be used where
copying is unduly expensive.

So this could be a good thing –
charges would be allowed, presumably
at cost if nothing else, making this a
cost neutral (other than manpower)
activity.

IdentIfyIng the data subject
The new Regulations imposes an
explicit obligation on the data con-
troller to use all reasonable measures
to verify the identity of a data subject
who requests access, in particular in
the  context of online services and
online identifiers.

Data controllers were always wise to
do this under the Data Protection Act.
Failure to accurately identify your data
subject could result in an unlawful dis-
closure of data. And requesting identifi-
cation can often weed out vexatious or
spurious requests. So although there’s no
big change here in principle, data con-
trollers should be aware that this issue
was of sufficient importance for the leg-
islators to want to make it an explicit
obligation – so you must get it right.

As presently, data controllers will
not be obliged to respond to a data
subject access request without
 sufficient assurances as to identity.

tImescales
Currently data subject access requests
must be responded to within 40 days
(not working days). Under the new
regulations, this will be reduced to a
month. This will be a strain for many
businesses who struggle already to
comply with the timelines  required.

This period may be extended for a
further two months when necessary,
taking into account the complexity of
the request and the number of
requests. Further guidance is going to
be required in relation to this section,
otherwise data controllers will find
themselves seeking to justify an
 extension in all cases!

so what about that tenner?
As we’ve identified above, access to the
data and providing information in
response to a data subject access request
must be free of charge.

This is something that has been
questioned by a number of jurisdictions
(although interestingly not the UK),
and is seen as a big issue by  business.

So what is the impact of the loss of
the fee? As we have seen above, the fee
did not cover the costs of handing a
data subject access request. The MoJ
in its impact assessment identified that
the loss in income from the fee itself is
more than offset by the removed cost
of administering the fee. 

However, they also estimate that
removing the £10 fee will increase the
number of data subject access request
by 25 to �40%. Added to their esti-
mated cost of responding to a request
of £50 to �£100 per request, this would
result in a cost to business of Article
12 of between £12 million to £37mil-
lion, depending on the extent of the
increase in requests. And this is the
clincher.

In addition, the UK has objected to
a provision requiring that data con-
trollers must facilitate the exercise of
data subject rights under a number of
sections of the Regulation, including
the right of data subject access request.
This could be significant, as many data
controllers do use tactics such as asking
for additional information, or the £10
fee, in order to do the opposite –
encourage individuals not to seek to
enforce their rights. Active encourage-
ment may indeed increase requests, but
it may also head them off at the pass.

In reality, many respondents to the
Call to Evidence were already frus-
trated by the cost of subject access, and
it’s hard to demonstrate hard and fast
evidence of this likely increase. But UK
businesses do appear to be subjected to
large numbers of data subject access
requests, often for reasons entirely
unrelated to concerns about data pro-
cessing, for example as fishing expedi-
tions for litigation or employment
rights purposes.

It may be that efficiencies within
businesses of having stock replies to the
information requirements, based on
robust privacy policies backed up with
regular audits, the estimated cost of £50
to £100 per request could actually be
reduced, and with the additional bene-
fit of being able to cover the cost of
copying, businesses who took a strate-
gic approach to subject access could
indeed find themselves better off.

Companies who have sound and
enforced data protection policies, regu-
lar audits and good communication of
data processing with the data subjects
they engage with can reduce their com-
pliance burden, taking a strategic view.

where do we go from here?
At the time of writing, the inter-institu-
tional consolidated draft showed over
50 reservations and scrutiny
 reservations had been entered by the
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 Commission, as well as hundreds of
reservations, comments or amend-
ments from Member States. Subject
Access Requests is an area where more
 discussion will need to take place, and I
think we can expect to see at least some
minor changes. Whilst those who lead
the negotiations continue to state their
optimism that the Regulation will soon
be agreed, it is clear that there are still
some hurdles to be overcome.

In the meantime, businesses can be
taking useful steps towards effective
compliance: 
•    Auditing your data processing and

processes now will provide a stable
backdrop for reacting to any
changes the Regulation does bring
your way. you don’t know what
you have to change until you know
what you already do.

•    Improving your customer and
employee facing data notices will
mean that much of the information

required to be disclosed by the
 Regulation is close at hand.

•    Training your staff as to what per-
sonal data should be recorded and
how to recognise and respond to
data subject access requests poten-
tially limits exposure and spreads
the load.

Gayle McFarlane, Partner at Cordery. 
Email:
gayle.mcfarlane@corderycompliance.com
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en/content/out/?&typ=ENTRY&i=LD&
DOC_ID=ST-15395-2014-INIT

REFERENCE

The Scottish Information Commis-
sioner, Rosemary Agnew, has warned
the Scottish Parliament that immediate
steps must be taken to protect freedom
of information (FOI) rights from the
damage caused by the outsourcing of
important public services.  

The Commissioner made the warn-
ing in a Special Report to Parliament,
laid on 16 January.  The Report
explains that the provision to extend
FOI to non-public sector organisations
delivering public functions has been
“woefully underused” in the ten years
since FOI law came into effect, with
the consequence that some public func-
tions are no longer open to full public
scrutiny. 

The Commissioner’s report reflects
growing concern about the impact of
changes in public sector delivery on

information rights.  For example, since
2005, over 15,000 Scottish households
have lost FOI rights following the
transfer of local authority housing
stock to housing associations, and the
Scottish Parliament’s Public Petitions
Committee is currently considering a
call for FOI rights to apply to all hous-
ing associations.  While the Scottish
government has the power to extend
FOI to third parties that provide public
services, this power has only been used
once in the last decade.  This was in
2013 for the designation of local
authority leisure and culture trusts.  

Agnew said: “The first decade of
FOI in Scotland is a real success story.
Over 60,000 requests were made last
year alone, and recent research revealed
that 95% of the public believe that the
right of access to the information held

by public bodies is important.”
“Worryingly though, our right to

information is being slowly eroded.
Rights have been gradually lost over
the last 10 years as the responsibility
for public service delivery is passed to
third parties.  These rights are funda-
mental to ensuring public services are
open, cost-effective and accountable to
the public.  

“As the models for the delivery of
public functions evolve and change, it is
vitally important that the public’s right
to the information held about the serv-
ices that deliver them are protected and
strengthened,” she said.   

• See the Commissioner’s Special Report
www.itspublicknowledge.info/reports

Action needed to protect Scotland’s FOI

The ICO plans to invite proposals for
a single seal or trust mark in the first
half of 2015, and have the seal pro-
gramme operating in 2016. 

The chosen seal provider would
be accredited by the UK Accredita-
tion Service (UKAS), and it is envis-
aged that the seal would work like a
CE mark (formerly EC mark, which
is a mandatory conformity marking
for certain products sold within the
European Economic Area).

Privacy seals have been also pro-
posed under the EU draft Data Pro-
tection Regulation, but there is no

certainty yet on which form the pro-
gramme would take. The ICO says,
in response to the final round of com-
ments it received on the plans:  “We
do not agree that we should delay our
progress and intention to introduce a
privacy seal scheme in the UK. We are
taking this opportunity to build the
ICO’s expertise in an area that will
become significant in the near future
because of the Regulation. Ideally, we
would like to see ICO-endorsed
schemes to be able to scale across to
the provisions at the European level
once the Regulation is in force, and

are watching developments closely.
At the same time, there is a risk our
plans for a privacy seal won’t fit with
the requirements in the final provi-
sions for a European-wide seal. But
there is no suggestion that a national
level seal will be made redundant
either.”

The ICO says that its proposed
co-regulatory approach is very simi-
lar to provisions added in the EU
Council of Ministers’ latest texts,
which envisage a role for independent
certification bodies accredited by the
national accreditation body. 

ICO prepares to introduce privacy seal

http://www.itspublicknowledge.info/reports

http://www.consilium.europa.eu/register/en/content/out/?&typ=ENTRY&i=LD&DOC_ID=ST-15395-2014-INIT
http://www.consilium.europa.eu/register/en/content/out/?&typ=ENTRY&i=LD&DOC_ID=ST-15395-2014-INIT
http://www.consilium.europa.eu/register/en/content/out/?&typ=ENTRY&i=LD&DOC_ID=ST-15395-2014-INIT
mailto:gayle.mcfarlane@corderycompliance.com


1. Online search functionality
Search for the most relevant content
from all PL&B publications and
events. You can then click straight
through from the search results into
the PDF documents.

2. Electronic Access
You will be sent the PDF version 
of the new issue on the day of
publication. You will also be able 
to access the issue via the website. 

You may choose to receive one
printed copy of each Report.

3. E-Mail Updates
E-mail updates keep you regularly
informed of the latest developments
in Data Protection, Freedom of
Information and related laws.

4. Back Issues
Access all the PL&B UK Report
back issues since the year 2000.

5. Events Documentation
Access UK events documentation
such as Roundtables with the UK
Information Commissioner and
PL&B Annual International
Conferences, in July, Cambridge.

6. Helpline Enquiry Service
Contact the PL&B team with
questions such as the current status
of legislation, and sources for specific
texts. This service does not offer legal
advice or provide consultancy.

Subscription Fees

To Subscribe: www.privacylaws.com/subscribe

Stay informed of data protection 
legislative developments.

Learn from others’ experience 
through case studies and analysis.

Incorporate compliance solutions 
into your business strategy.

Learn about future government/ICO plans.

Understand laws, regulations, court 
and tribunal decisions and what they 
will mean to you.

Be alert to future privacy and data 
protection law issues that will affect 
your organisation’s compliance.

Single User Access
UK Edition £400 + VAT*
International Edition £500 + VAT*
UK & International Combined Edition £800 + VAT*
* VAT only applies to UK based subscribers

Multi User Access
Discounts for 2-4 or 5-25 users – see website for details.

Subscription Discounts
Special charity and academic rate:
50% discount on all prices. Use HPSUB when subscribing.
Number of years: 
2 (10% discount) or 3 (15% discount) year subscriptions.

International Postage (outside UK):
Individual International or UK Edition
Rest of Europe = £22, Outside Europe = £30 
Combined International and UK Editions
Rest of Europe = £44, Outside Europe = £60

I particularly like the short and concise nature of the Privacy Laws &
Business Reports. I never leave home without a copy, and value the
printed copies, as I like to read them whilst on my daily train journey
into work. Steve Wright, Chief Privacy Officer, Unilever

Privacy Laws & Business also 
publishes the International Report. 

www.privacylaws.com/int

Satisfaction Guarantee
If you are dissatisfied with the Report in any way, the 
unexpired portion of your subscription will be repaid.

The PL&B United Kingdom Report, published six times a year, covers the Data Protection
Act 1998, the Freedom of Information Act 2000, Environmental Information Regulations
2004 and Privacy and Electronic Communications Regulations 2003.

Join the Privacy Laws & Business community

Included in your subscription:

PL&B’s United Kingdom Report will help you to:

http://www.privacylaws.com/subscribe
http://www.privacylaws.com/int



