
Company to pay £123,000 as a
result of criminal prosecution
A FOI request to the Crown Prosecution Service (CPS) reveals
714 criminal prosecutions on DP matters over the last six years.
André Bywater and Jonathan Armstrong report.

Enforcement of the UK’s Data
Protection Act 1998 (DP Act
1998) is probably best known

through the work of the Information
Commissioner’s Office (the ICO)
using its powers to impose monetary
penalties (or fines in the common
vernacular). The ICO’s powers to
levy fines were increased in April
2010 and the last few years have seen
a marked increase in these powers
being used.

The ICO is however not alone in
enforcing the DP Act. What is per-
haps less well-known, and certainly
less publicised, is the fact that the
criminal courts (the Magistrates’
Courts and the Crown Court) also

hear DP Act cases brought in the
main by the Crown Prosecution
Service (CPS). The courts have the
power to impose fines and/or order
any document or other material, used
in connection with the processing of
personal data and appearing to the
court, to be connected with the com-
mission of the offence in question to
be forfeited, destroyed or erased.

Given that there seems little in
the public domain about the use of
the courts for these offences, legal
compliance specialists Cordery
thought it would be of interest to
know just how many data protection
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Criminal liability for use of PIs 
The ICO is now involved in one of its biggest investigations ever, the
so called Operation Spruce. The regulator is looking into breaches of
the DP Act, some of which could involve criminal liability due to
private investigators (PIs) illegally collecting personal data. Amongst
the firms under the spotlight are UK-based and some eight US-based
companies which used British private investigators, and the ICO is
therefore cooperating with the US FBI. Read all about the use of
private investigators and how to use them legally on p.4. More about
criminal prosecutions in general under the Act on p.1. 

Recently, the Life Sciences Minister, George Freeman, warned that
the proposed EU Data Protection Regulation could damage the
government’s ‘100,000 Genome Project’, which is aiming to
sequence tens of thousands of genomes to map the genetic profile of
thousands of rare diseases and cancers, as well as the Care.Data
scheme. To the wider audience, one of the most worrisome aspects
of the Regulation is the proposed data breach notification duty.
While the fine tuning is still going on, it is more than likely that this
is one of the aspects that will stay in the Regulation and
organisations should therefore start to prepare now (p. 7). 

The negotiations are hopefully making headway now that the
incoming President of the EU Commission has nominated his
Commissioners responsible for data protection (p.17). We expect
some results by the end of April 2015, and it is therefore the
optimum time to attend our Roundtable on 11    December in London
to hear from Italy’s Chair of the Council of Ministers DAPIX
Committee, the European Data Protection Supervisor’s specialist,
the ICO, and the Ministry of Justice in detail what will soon be
reality for the EU data protection scene (pp.17, 19). 

Data sharing continues to cause concern for organisations. A recent
review by the Law Commission says that a full law review should be
carried out. However, the Commission says it will take three years
to make a full assessment (p.15)! By that time, surely the data sharing
environment will have changed once again as new technologies and
ways to use data emerge. 

Subject Access Requests are the cornerstone of the DP Act but they
can be very time consuming for organisations. Individuals are often
not satisfied, or do not understand, how to make an accurate request.
Read about these problem areas on p.13. The ICO is increasing its
audit activity (p.11). Although the voluntary take-up for the ICO’s
audits has not been huge in the private sector, we can learn from
telecoms companies’ results which were audited under PECR. 

Laura Linkomies, Editor
PRIvACy LAWS & BUSInESS 
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criminal prosecutions are in fact
brought. In order to determine this
question, we made a request under the
UK’s Freedom of Information Act
2000 to the CPS, who are likely to
bring the majority of these prosecu-
tions in England and Wales (for the
information of readers outside the
UK – Scotland and northern Ireland
have slightly different systems). The
CPS provided information for the
years 2008-2013 concerning offences
which were actually charged and
reached the hearing stage in the Magis-
trates’ Courts. Information on the final
outcome of these matters, or whether
the charge was the final charge that was
kept by the prosecution, is not pro-
vided. nor is it known if any of these
matters were referred up to the Crown
Court – which would usually be if the
magistrates thought that a tougher
 sentence might be needed.

rki^tcri l_q^fkfkd jlpq
`ljjlk `^rpb
The CPS confirmed that they had pros-
ecuted the following three types of data
protection offences under the DP Act
1998:
•    obtaining or disclosing personal

data or the information contained
in personal data;

•    procuring the disclosure to another
person of the information con-
tained in personal data; and,

•    selling personal data.
Analysis of the figures makes for

interesting reading. 714 offences were
charged in 2008-2013. Unlawfully
obtaining/disclosing data is by far the
most enforced offence with a total of
654 prosecutions over six years. Selling
data has only been prosecuted twice
over six years. 2010-2011 was a peak
year with a total of 200 prosecutions
(obtaining/disclosing data, and,
procuring the disclosure of data).
Finally, since 2010 there has been a
marked drop in prosecutions (obtain-
ing/disclosing data, and, procuring dis-
closure of data) to the lowest total
figure of these years in 2013 of 96 pros-
ecutions. Whilst it is a matter of specu-
lation, it could well be the case that the
number of prosecutions has dropped as
fewer people are committing offences
now that the law is more established.

The numbers may have decreased a
little in recent years, but it is clear that,
whilst not receiving a lot of attention,
there is significant enforcement activity
of data protection legislation over and
above the enforcement action the ICO
is taking. That is not to undermine the
ICO’s recent steps to ensure the Act is
better enforced, but highlights the fact
that they are not alone in seeking to
ensure that personal data is protected.

`^pb lc f`r=fksbpqfd^qflkp
The consequences of criminal enforce-
ment can be severe, as a case from the
first quarter of the year (in this case
prosecuted by the ICO) demonstrates.
Unlawfully obtaining or accessing per-
sonal data is a criminal offence under
section 55 of the DP Act 1998. The
offence is only punishable by fine,
namely up to £5,000 in a Magistrates
Court or an unlimited fine in a Crown
Court. The Proceeds of Crime Act
2002 provides for the recovery of the
proceeds of crime. In a case heard at
Isleworth Crown Court in London
concerning a conspiracy to breach sec-
tion 55 of the DP Act 1998, a man who
ran a company that fooled a variety of
organisations into revealing personal
details about their clients, was ordered
to pay a total of £20,000 in both fines
and prosecution costs, and, in addition,
a confiscation order was also imposed
on him of over £69,000, making a total
of £89,000.

The man in question ran a company
called ICU Investigations Ltd, together
with another man. According to the
ICO, ICU Investigations Ltd worked
on behalf of clients to trace individuals,
primarily for the purpose of debt
recovery. The company routinely
tricked organisations including utility
companies, GP surgeries and Tv
Licensing into revealing personal data,
often by claiming to be the individuals
they were in fact attempting to trace.
ICU Investigations Ltd’s clients appar-
ently included Allianz Insurance PLC,
the Leeds Building Society, Brighton &
Hove Council, and Dee valley Water.
According to the ICO, in their estima-
tion almost 2,000 separate offences
were committed over just over a year
(early April 2009 to mid-May 2010).
But, the ICO said that it had not found
any evidence of criminality by any
organisation that employed ICU

 Investigations Ltd because the infor-
mation requested could typically have
been obtained legitimately.

The two men concerned were con-
victed at an earlier trial at Isleworth
Crown Court in late 2013. In early
2014, the second man and five other
employees of ICU Investigations Lim-
ited, who had pleaded guilty to the
offence in question, were fined a total
of £18,500 along with being ordered to
pay £15,607 in prosecution costs.

The man who ran the company, and
who had pleaded not guilty to conspir-
ing to commit offences under Section
55 of the DP Act 1998, was ordered to
pay a £12,000 fine and £8,000 towards
prosecution costs – the confiscation
order of £69,327.32 was made under
the Proceeds of Crime Act 2002. If the
confiscation order is not paid the man
faces a period of 20 months imprison-
ment. In addition, he was also disquali-
fied from being a director of a limited
company for eight years. Finally, the
company itself (ICU Investigations
Ltd) was also found guilty as a separate
defendant and ordered to pay a nomi-
nal £100 fine. All in all, this comes to
£123,534.32.

According to the ICO, the fine and
confiscation order not only act as a jus-
tified punishment, but also as a power-
ful deterrent to those who think that
they can profit from unlawfully obtain-
ing or accessing personal data. The
ICO also hoped that this sent a message
to private investigators that they were
not above the law and that ICU Inves-
tigations Ltd’s actions tainted the
industry and blighted the reputation of
the rest of the industry.

f`l=il__fbp clo mofplk
pbkqbk`bp
The Information Commissioner,
Christopher Graham, issued a state-
ment about this case stating that:

“The public expects to see firmer
action taken against people who break
the rules in this area, and Parliament
needs to recognise that. I spoke with
the Home Secretary, Theresa May, on
this matter earlier this week to urge her
to introduce more effective sentences
for these kinds of offences, and she has
agreed to meet me to discuss the matter.
That conversation needs to result in
action.”

Changes to allow the UK courts to

Fine... from p.1
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issue prison sentences where personal
data has been illegally obtained are
already part of the law, under the Crim-
inal Justice and Immigration Act 2008.
Last month the unlawfully obtaining or
accessing personal data offence also
came to the fore in a case concerning a
Birmingham banker who was fined
after he admitted reading his col-
leagues’ bank accounts. The individual
in question worked in Santander UK’s
suspicious activity reporting unit
which required him to investigate alle-
gations of money laundering. This gave
him access to customer accounts, which
he abused by looking at eleven col-
leagues’ accounts to apparently learn
how much their salaries and bonuses
were. This case was heard before a
Magistrates’ Court where the individ-
ual was fined £880 and ordered to pay
£440 costs and an £88 victim surcharge.
This was not a case of ignorance of the

law as he had also been given training
about the DP Act 1998.

The more regular type of case pros-
ecuted by the ICO concerns failure to
notify the ICO that an organisation has
handled customers’ personal data
under section 61 of the DP Act 1998 – a
related issue is failing to notify a change
in notification. The ICO is quite active
in prosecuting these cases, although the
fines and costs involved are usually
low, in one case this summer the owner
of a marketing company was prose-
cuted for failing to notify a notification
change and fined £4,000 and had to pay
costs of £2,703 and victim surcharge of
£400, coming to a total of £7,103. It will
be interesting to see if this is the start of
an upward trend.

Recent years have seen a step up in
enforcement from the ICO. They have
also seen a step up in the publicity sur-
rounding enforcement. The ICO has

been clear and transparent in publish-
ing undertakings and other enforce-
ment action on its website. The figures
on CPS enforcement show however
that it is not fighting a lone battle.
Whilst the CPS has been less public in
the measures it has been taking, it has
been prosecuting. The possibility of
criminal enforcement, combined with
the increased enforcement of the legis-
lation by the ICO, means that every
business, large or small, will need to
take its data protection responsibilities
seriously.

André Bywater Principal Adviser –
European Regulatory, and Jonathan
Armstrong, Partner, at Cordery. 
Emails: Jonathan.Armstrong@
CorderyCompliance.com 
Andre.Bywater@CorderyCompliance.com
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At the 24th Annual PL&B Inter-
national Conference, new
Horizons – new Risks, the

privacy and data protection issues
around Instructing Private Investiga-
tors (PI’s) and the associated risks,
including criminal liability of both pri-
vate investigators and their client com-
panies, were explored in a joint presen-
tation by KPMG and Allen & Overy.

nigel Parker, Senior Associate,
Allen & Overy, set the scene with regard
to the purposes of clients in employing
PI’s and the potential consequences if
PI’s go outside the law in their investiga-
tions. The trend towards business use of
PI’s has become more widespread, going
beyond journalism to include many pur-
poses, for example, companies carrying
out due diligence on suppliers and/or
customers, verifying insurance claims,
screening potential employees, investi-
gations for litigation, such as anti-
bribery and corruption.

There are, however, pitfalls for PI’s,
most notably the possibility that they
could breach any of a number of laws,
including: the Computer Misuse Act
1990 (unauthorised access to computer
material); the Data Protection Act 1998
(unlawful obtaining or disclosure of
personal data, failure to register,
breaches of the Data Protection Princi-
ples); the Regulation of Investigatory
Powers Act 2000 (unlawful intercep-
tion of communications, e.g., phone
hacking); the Common Law, for exam-
ple, breach of confidence or trespass.

There is currently no regulation of
PI’s in the UK, but an inquiry by the
Parliamentary Home Affairs Select
Committee recommended the licensing
of PI’s and PI companies by the end of
2013, a statutory Code of Conduct for
PI’s, and the barring of PI’s found
guilty of an offence or offences under
Section 55, Data Protection Act
(unlawful obtaining, etc, of personal

data). Subsequently, the Secretary of
State announced that PI’s will start to
be regulated by the Security Industry
Authority (SIA) by autumn 2014,
under the Private Security Industry Act
2001. This will mean that PI’s will be
licensed by the SIA, subject to satisfac-
tory criminality and identity checks,
and competency based training. Prac-
tising without a licence or breaching
the conditions of a licence will be a
criminal offence, with the potential for
custodial sentences and/or large fines
for anyone convicted.

There is evidence that the courts
have taken criminal offences involving
the illegal trade in information more
seriously since the infamous Opera-
tion Motorman case (2004), where
four PI’s found guilty of offences
under the Data Protection Act were
given lenient sentences by the court.
This followed a costly and extensive
investigation by the Information

How to use private investigators
and stay within DP Act
Private investigators have a bad name in DP circles, as they have used deception, covert
monitoring and accessed private communications. Stuart Lynch reports on how these
problems can be avoided.
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